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Legal 
Copyright © 2010 Condrey Corporation. All rights reserved.  

 

¢ƘŜ /ƻƴŘǊŜȅ /ƻǊǇƻǊŀǘƛƻƴ ά/Ωǎέ ƭƻƎƻ ŀƴŘ Yŀƴŀƪŀ for Mac are trademarks of Condrey Corporation in the U.S. and 

other jurisdictions. Mac, and OS X are trademarks or registered trademarks of Apple, Inc. in the U.S. and other 

countries. Novell, NetWare, eDirectory, and SUSE are trademarks or registered trademarks of Novell, Inc. in the 

U.S. and other countries. Linux is a trademark or registered trademark of Linus Torvalds in the U.S. and other 

countries. 
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Overview 

Kanaka ŦƻǊ aŀŎϰ нΦл provides Mac OS X users automated single login access to Novell eDirectory storage 

resources through flexible login options. As with previous versions, the Kanaka Plug-in component allows users 

to simultaneously log in to Mac OS X and mount storage resources through a single username and password. 

YŀƴŀƪŀΩǎ ƴŜǿŜǎǘ ŎƻƳǇƻƴŜƴǘΣ ǘƘŜ Yŀƴŀƪŀ Desktop Client, allows users to access network storage resources after 

they have logged in as a local user to Mac OS X. 

 

Additional product enhancements include an updated Kanaka Plug-in Console (formerly known as the Kanaka 
Dashboard), and support for Mac OS X Snow Leopard including 64-bit support. 
 

Mac and eDirectory Storage Access Problems 

When it comes to client access in Novell networks, Mac OS X users have historically been an afterthought. For 

whatever reasons, traditional client software, whether developed by Novell or a third party, has tended to be 

nonexistent, out of date, minimalistic in its feature set, or even a published workaround methodology. 

 

For example, Novell has not developed a Novell Client for Mac since the late 1990s. Moreover, native access to 

storage resources on Novell Open Enterprise Server running SUSE Linux was not available until support of the 

Apple Filing Protocol (AFP) was first introduced in the release of Novell Open Enterprise Server 2 Support Pack 

1τover 3 years after release of Novell Open Enterprise Server! 

 

An example of a current workaround is basic LDAP directory access (applicable to eDirectory) that Novell 

published following the release of the Mac OS X Leopard operating system (see 

http://www.novell.com/communities/node/2782/ldap-directory-access-over-ssl-mac-os-105-leopard).  

 

Further complicating eDirectory authentication and storage access is the tedious process involved in mounting 

network volumes distributed across the network. Specifically, a user must enter a username and password to log 

in to each network volume he or she wishes to access.  

 

Novell BrainShareτbƻǾŜƭƭΩǎ annual technology conferenceτregularly includes a well-attended session on 

integrating Macs to leverage Novell technologies. The session covers the complexity of integration and details 

the following procedures that must be strictly followed in order, for doing so: 

 

1. Configuring eDirectory for Simple or Universal Password support. 

2. Ensuring AFP or CIFS is installed and configured. 

3. Ensuring ǘƘŀǘ ŜŀŎƘ aŀŎ Ŏŀƴ ǊŜǎƻƭǾŜ ǘƘŜ ǎŜǊǾŜǊΩǎ Ƙƻǎǘ ƴŀƳŜΦ 

4. Edit the SSL certificate on each Mac. 

5. Extend the eDirectory schema. 

6. Verify that the schema is extended. 

7. Extend the User objects for each user that will need to authenticate to eDirectory. 

8. Create mount volumes for each volume your users will want to access. 

9. Configure each Mac to authenticate to eDirectory. 

http://www.novell.com/communities/node/2782/ldap-directory-access-over-ssl-mac-os-105-leopard
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10. Set additional preferences in eDirectory. 

 

After all of this, if any users are added, moved, renamed, or deleted, the extended User object will need to be 

reconfigured. Additionally, each time a new Mac is added, half of the above steps need to be repeated. Finally, if 

a home directory path is moved, such as moving home directories to a new volume, the mount objects need to 

be updated. 

 

Condrey Corporation and Kanaka 

Fortunately, Condrey Corporationτa developer of identity-based storage and access solutions, recognized the 

complexity of Mac OS X and Novell eDirectory integration and set out to address that complexity through a 

unique approach.  

 

Introduced in 2005, the Kanaka for Mac Plug-in simplifies authentication to eDirectory along with access to a 

ǳǎŜǊΩǎ ƴŜǘǿƻǊƪ ƘƻƳŜ ŘƛǊŜŎǘƻǊȅ ŀƴŘ ŎƻƭƭŀōƻǊŀǘƛǾŜ ǎǘƻǊŀƎŜ ǘƘǊƻǳƎƘ ŀ ǎƛƴƎƭŜ ǇŀǎǎǿƻǊŘ ƭƻƎƛƴ ǇǊƻŎŜǎǎΦ ¢ƘŜ Kanaka 

Plug-in requires that users enter valid eDirectory credentials via the Mac OS X login window in order to log in and 

gain access to the desktop and any storage resources that are made available to them. 

 

 
The Kanaka Plug-in requires only a username and password entered in the 

Mac OS X login window to simultaneously log in the user to the desktop 

and authenticate the user to Novell eDirectory.  

 
A historical point worth noting is Kanaka was developed with the encouragement and on-site engineering 

support from the Apple Directory Services Engineering group. Apple recommends Kanaka as a preferred solution 

for Mac integration with Novell eDirectory. 

 

As an identity-based product, Kanaka utilizes Novell eDirectory to view network user and collaborative storage 

attributes that pertain to a user and then mounts the storage resources accordingly. 
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¢Ƙƛǎ ǎŎǊŜŜƴ ǎƘƻǘ ǎƘƻǿǎ ǘƘŜ aŀŎ h{ · CƛƴŘŜǊ ŘƛǎǇƭŀȅƛƴƎ ŀ ǳǎŜǊΩǎ ƴŜǘǿƻǊƪ ǎǘƻǊŀƎŜ ǊŜǎƻǳǊŎŜǎ listed on the left. Kanaka can be configured so 

that these storage resources are mounted on the Mac OS X desktop or as shortcuts in the Dock. 

 

Yŀƴŀƪŀ ōǊƛƴƎǎ ǘƻƎŜǘƘŜǊ ƴŀǘƛǾŜ aŀŎ h{ · ǘŜŎƘƴƻƭƻƎȅΣ ǎǘŀƴŘŀǊŘ Ŝ5ƛǊŜŎǘƻǊȅ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΣ ŀƴŘ bƻǾŜƭƭΩǎ bŀǘƛǾŜ CƛƭŜ 

Access connectivity. Kanaka communicates with eDirectory to perform context-less user authentication and 

retrieve identity information in order to automatically mount both user home directories and collaborative 

ǎǘƻǊŀƎŜ ǊŜǎƻǳǊŎŜǎ ƭƻŎŀǘŜŘ ƻƴ bƻǾŜƭƭ ŦƛƭŜ ǎŜǊǾŜǊǎ Ǿƛŀ bƻǾŜƭƭΩǎ bŀǘƛǾŜ CƛƭŜ !ŎŎŜǎǎ ǇǊƻǘƻŎƻƭǎΦ  

 

Native File Access allows OS X systems to connect to Novell servers using AFP or CIFS/SMB (Common Internet 

File System/Server Message Block) protocols. Kanaka also leverages Novell NetStorage by providing the ability to 

automatically mount storage resources defined by Storage Location Objects. 

 

Authentication and Mounting via the Kanaka Plug-in 

While logging into Mac OS X, the user is simultaneously authenticated to eDirectory through a Novell Simple or 

Universal password. From eDirectory, Kanaka then retrieves identity information specific to the user including 

their home directory and collaborative storage attributes. 

 

Upon retrieving these attributes, the Kanaka Plug-in converts them from their native format into a URL format 

that is needed by Mac OS X to mount the storage resource. Depending on the Kanaka configuration, the URL 

format can be AFP or CIFS/SMB. 

 

The process for mounting collaborative storage resources, as well as eDirectory Storage Location Objects, is the 

same as the process for mounting user home directories. 
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Kanaka Plug-in, OS X, and Mobile Accounts 

The Kanaka Plug-ƛƴ ƭŜǾŜǊŀƎŜǎ !ǇǇƭŜΩǎ aƻōƛƭŜ !ŎŎƻǳƴǘ ŦŜŀǘǳǊŜΦ aƻōƛƭŜ ŀŎŎƻǳƴǘǎ ŎƻƳōƛƴŜ ǘƘŜ ŜŀǎŜ ƻŦ 

management in network accounts with the performance and portability of local home directories. The concept is 

that the user account information is stored in a network directory service and at login, cloned to the local 

directory on a client system. You have the option of cloning network home directory contents to the local system 

and the flexibility to configure the mirroring of your work so that your network home directory and your local 

home directory always contain the same data. 

 

When a user logs into a Mac, based on its configuration, the Kanaka Engine will indicate if the user is to be a 

network account or a mobile account. If mobile accounts are enabled, Mac OS X will create a mobile account for 

ǘƘŜ ǳǎŜǊ ƛŦ ƻƴŜ ŘƻŜǎƴΩǘ ŀƭǊŜŀŘȅ ŜȄƛǎǘΦ LŦ ƻƴŜ ŘƻŜǎ ŜȄƛǎǘΣ aŀŎ h{ · ǿƛƭƭ ǳǇŘŀǘŜ ƛǘǎ ƭƻŎŀƭƭȅ-cached information for the 

ǳǎŜǊ ŀƴŘ ǘƘŜ ƭƻƎƛƴ ǇǊƻŎŜŜŘǎΦ Lƴ ōƻǘƘ ŎŀǎŜǎ ǘƘŜ ǳǎŜǊΩǎ ƴŜǘǿƻǊƪ ƘƻƳŜ ŘƛǊŜŎǘƻǊȅ ŀƴŘ ŎƻƭƭŀōƻǊŀǘƛǾŜ ǎǘƻǊŀƎŜ 

resources will be mounted. 

 

Mobile Accounts provide several benefits:  

¶ Less network traffic than traditional network accounts ς ǊŜŀŘƛƴƎ ŀƴŘ ǿǊƛǘƛƴƎ ŦǊƻƳ ǘƘŜ ǳǎŜǊΩǎ ƴŜǘǿƻǊƪ 

home directory can be minimized. 

¶ ¦ǎŜǊΩǎ ƴŜǘǿƻǊƪ ƘƻƳŜ ŘƛǊŜŎǘƻǊȅ ǉǳƻǘŀǎ Ŏŀƴ ōŜ ǎƳŀƭƭŜǊ - ~/Library is not stored in the network home 

directory. 

¶ If the network is down or the laptop is not on the corporate network, users can still log in to their local 

accounts with their eDirectory usernames and passwords. 

¶ Apple provides a synchronization service for users to sync their local home directory with their network 

home directory and vice versa. 

Authentication and Storage Mounting via the Kanaka Desktop Client 

New to Kanaka 2.0 is the availability of the Kanaka Desktop Client. The Kanaka Desktop Client is the sensible 

connectivity option for users who require access to network storage resources, but are not required to 

authenticate to eDirectory each time they log in to their Mac. Users who already have local accounts, for 

example, might prefer this option because it would not require a process to convert their local account to a 

network accountτwhich would be the scenario with the Kanaka Plug-in. 

 

Additionally, the Kanaka Desktop Client is ideal for Mac users who are on the go and often connect to the 

orgŀƴƛȊŀǘƛƻƴΩǎ ƴŜǘǿƻǊƪ Ǿƛŀ ±tbΦ Yŀƴŀƪŀ ŀƭƭƻǿǎ ȅƻǳ ǘƻ ŦƛǊǎǘ ƭƻƎ ƛƴ ǘƻ ȅƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ±tb ŀƴŘ ǘƘŜƴ ǳǎŜ ǘƘŜ 

Kanaka Desktop Client to access your network storage. 

 

The process for authenticating to eDirectory begins with entering the eDirectory username and password in the 

Kanaka Desktop Client login window.  
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The Kanaka Desktop Client login screen provides user authentication and access to all 

Network storage resources associated to the user through a single client login screen. 

 

From there, the process of ƳƻǳƴǘƛƴƎ ǘƘŜ ǳǎŜǊΩǎ ƴŜǘǿƻǊƪ ƘƻƳŜ ŘƛǊŜŎǘƻǊȅ ŀƴŘ ŎƻƭƭŀōƻǊŀǘƛǾŜ ǎǘƻǊŀƎŜ Ŧƻƭƭƻǿǎ the 

same process as the Kanaka Plug-in. 
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A simple illustration of how Kanaka works. A user logs in with a single Simple or Universal password through one of two login interfaces. 

From there, Kanaka works with the attributes associated with the user in eDirectory to determine home directory and collaborative 

storage resources it should mount for the user. Kanaka then mounts the storage either on the Mac OS X Dock or in the Finder.  

 
The Kanaka Plug-in Console 

The Kanaka Plug-in Console provides users who authenticate to eDirectory via the Kanaka Plug-in, the ability to 

view and minimally manage their identity within eDirectory.  Kanaka Plug-in Console options let users view select 

user account information, monitor the quota of their network user and collaborative storage space, and provides 

the ability to change their eDirectory password.  
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eDirectory identity information is accessible in the Kanaka Plug-in Console by clicking 

Identity. For example, it shows their full FDN (fully distinguished name).   

 

 
The Kanaka Plug-in Console display lists all mounted network storage resources for 

the user as well as the storage quota data.  

 

 



 

10 

 

 
The Password display allows users to change their eDirectory password natively 

through the OS X platform.  

 

Snow Leopard Support 

Kanaka supports Mac OS X Snow Leopard 10.6 in both 32-bit and 64-bit desktop environments.  

 

Integration with Novell Storage Manager 

In addition to Kanaka, Condrey Corporation develops other software including Novell Storage Managerτof 

which the eDirectory version of the product is sold exclusively by Novell.  It only makes sense then that the two 

products would integrate together. 

 

Novell Storage Manager automates the full lifecycle management of user and collaborative storage. Leveraging 

eDirectory, Novell Storage Manager automates a comprehensive set of storage management tasks based on 

events, identities and policies. Some of those tasks are the creation and on-going management of user and group 

(also referred to as collaborative) storage areas. 

 

 As user and collaborative storage resources are created in eDirectory through Novell Storage Manager, Kanaka 

can provide access to them as they are provisioned across the network. 
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Decision Matrix 

Depending on your environment, there may be scenarios where the Kanaka Plug-in is the preferred method of 

access over the Kanaka Desktop Client, and vice-versa. The table below provides some scenarios where one 

access method might be preferred over another. 

 

Scenario Suggested Kanaka Storage Access Method 

Mac OS X users in a computer lab setting Kanaka Plug-in 

Mac OS X users with assigned workstations and 
local accounts 

Kanaka Desktop Client 

Mac OS X users who do not want to go through 
the login window to access network storage 
resources 

Kanaka Desktop Client 

Mac OS X users who do not wish to lose their 
workstation settings when accessing network 
storage resources 

Kanaka Desktop Client 

Mac OS X mobile users who frequently work at 
ƘƻƳŜ ŀƴŘ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ƴŜǘǿƻǊƪ 
via VPN 

Kanaka Desktop Client 

Mac OS X 10.3 users  Kanaka Plug-in (The Kanaka Desktop Client only works 
with Mac OS X Tiger and above) 

 

 
Technical Specifications 

Component Requirements 

Server NetWare server running Novell Native File Access with Apple Filing Protocol 
or SMB/CIFS  
Novell eDirectory 8.51 or higher 

Storage NetWare 6.x running Novell Native File Access with AFP, CIFS/SMB 
Novell Open Enterprise Server running SUSE Linux with Novell Native File 
Access with CIFS/SMB 

Kanaka Plug-in Mac OS X 10.3 or higher 

Kanaka Desktop Client Mac OS X 10.5 or higher 

     

Conclusion 

Kanaka makes the traditional challenges of Mac OS X authentication and access to Novell networks truly a thing 

of the past. Through flexible Novell eDirectory authentication methods and single login for access to all network 

user and collaborative storage resources, Kanaka assures Mac OS X users access to their Novell network storage 

while eliminating configuration headaches. 

 

We invite you to try out Kanaka by downloading the software and obtaining an evaluation license at: 

http://www.condreycorp.com/Source/Products/Kanaka/Kanaka.html. 

 

http://www.condreycorp.com/Source/Products/Kanaka/Kanaka.html

