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Overview
Locate, access, and share.

When it comes to the files stored on a network, how
users in an enterprise are able to locate, access, and
share affect everything from the day-to-day work
capabilities to the security and even the profitability of
the enterprise. IT departments today are facing a whole
new set of challenges pertaining to how users in their
organizations locate, access, and share network files.

D Exponential storage growth is causing data files to
be frequently moved to larger and larger storage
hardware devices, affecting the drive mappings to
network storage locations.

D The surge in gasoline and diesel prices combined
with the “green”
teleworkers who need to securely access network-
stored files and folders from their home offices.

D Industry and government regulations are mandating
storage, backup, and access specifications for
stored records.

D Mail servers and post offices are becoming clogged
with larger and larger email-attached files.

D Email-attached files are being forwarded to
unintended recipients.

D Collaborative development efforts are involving
contributors outside the company firewall.

These challenges were the impetus for the development
of DocXchanger—an advanced approach to how
network-stored files are located, accessed, and shared.

DocXchanger allows users to easily locate and securely
access their network storage from any location while
providing powerful, interactive document sharing
capabilities to this network storage. With DocXchanger,
organizations can eliminate the costly practice of
sending email attachments by sharing network-stored
content through “sharing
its identity-based architecture, provides users the
means of discovering defined network storage areas
without the need for network drive mappings and login
scripts. Network-stored documents can then be
accessed securely for reading or writing. Finally,
documents can be shared with access and rights
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policies, to recipients both inside and outside of an
organization.

Let's |l ook further i
network-stored file location, access, and sharing and
how DocXchanger solves each of these.

Network File Location Problems

Your organization
your organization’s | ong
much of this data has been, and continues to be,
developed through the collaborative efforts of many
within and even outside of
reason why your organization has mandated that this
data is stored as files on the network in user or shared
folders, rather than on the hard disks of personal

mo v e me n tworkstationsC Qtterrdasofs foMehforeing a policy of

network data storage over local storage might include
the fact that network storage provides more security to
address the risk of unauthorized access, and network
storage serves as a backup resource in the event of lost
workstation data.

In a client/server environment, the user stores files on
and retrieves files from network file servers. Users are
granted access to their home directories and group
directories (the ter ms
interchangeable) to which they have been granted
access, through alphabet lettered drive mappings within
login scripts. Basically, these are a series of text
commands that connect to the storage areas through
network drives that appear once the user has logged
onto the network.

“di

But drive mappings and login scripts can be
problematic. For example, in larger organizations where
users need access to so many group directories, a login
script can literally run out of alphabet letters to assign
as drive mappings. With data continually being moved
to different server volumes, keeping a login script up to
date can become a nightmare for the IT department or
through
As your organization continues to store data on a
network that is constantly being updated, how can you
assure that local and remote users have access to this
data?

The answer is DocXchanger.
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Solving Network File Location
Problems with DocXchanger

DocXchanger is an identity-based technology that
leverages the power of directory services, rather than
network login scripts and drive mappings, to discover
and provide access to designated network storage
areas.

In Novell eDirectory, DocXchanger determines user and
group directory rights through the home directory
attribute object as well as the group directory attribute
object. When installed, DocXchanger extends the
schema of eDirectory so that file access rights in these
objects are observable.

With DocXchanger viewing file rights in eDirectory
rather than through login scripts, DocXchanger can
determine access rights no matter where the directories
are located, and more importantly, whether the user has
a mapped drive to the network directory or not.

In fact, DocXchanger requires no login script at all for
access to all directories to which the user has been
given rights. The user only needs to log in to eDirectory
where the user and group directories are located to be
provided a complete list of available storage resources.
This access is available for both onsite and remote
users through the powerful DocXchanger Client.
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The DocXchanger Client provides a multi-paned view of storage areas
from the directory tree, down to individual files. The upper and lower
panes allow for file and folder copying between the network storage area
and the local workstation hard disk.
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The DocXchanger Client is a multi-paned resource area
for viewing and accessing designated network storage
areas to which the user is entitled access.

In the left-hand pane users can view from the directory
tree level down to individual files. The upper and lower
panes allow for uploading and downloading between
the network and the local hard disk through drag and
drop.

The DocXchanger Client has a powerful direct access
feature that lets users open displayed network-stored
files by double-clicking. The file is then downloaded into
memory cache where it can be read or modified. If the
user modifies the file, it can be saved back to the
network directory quickly and easily. This is
accomplished through
file synchronization”
greater detail later in this white paper.

Remote users will find the DocXchanger Client an
extremely powerful means of network access and
storage. The display of accessible storage resources is
every bit as comprehensive as the display that appears
when logged in locally.

For DocXchanger users in Macintosh or Linux desktop
environments, there is DocXchanger Web Access.
DocXchanger Web Access can be run from almost any
Web browser including Microsoft Internet Explorer,
Mozilla Firefox, and Macintosh Safari. Using a browser,
the user can access his or
file system over an HTTPS-based connection.

Network Access Problems

When it comes to providing remote users access to
network-stored files and folders there are many options
ranging from FTP, VPN, a thin client configuration with
a central server, and a range of various applications.
Each approach includes inherent limitations,
management overhead, and less than ideal file access
capabilities.

For example, FTP access must be done through an
FTP server with an FTP client set up for the user. FTP
is notorious for its security problems, lack of integrity
checking, and number of commands needed to initiate a
transfer. VPN provides the needed security, but
introduces network access performance issues.

DocXchang
technol o



A VPN can also require significant management
overhead for supporting remote users to the network
areas where they need access.

Organizations, or the remote access solution they utilize,
can also limit network access to a certain desktop
environment or client type, such as a thin client. For
example a teleworker that has a Macintosh home
computer may be prevented from working at home on his
or her home computer simply because the operating
system is not supported within the organization for
remote access.

As your organization looks to support a growing number
of teleworkers needing access not only to their home
folders, but to all of the network areas that they have
while onsite, how can you provide this access securely,
without management headaches, and to users using
multiple desktop platforms?

The answer is DocXchanger.

Solving Network Access Problems
with DocXchanger

DocXchanger offers secure remote access to the
network-stored files and folders that a user has onsite,
through its identity-driven architecture. User identity in
Novell eDirectory coupled with rights assignments to the
home and group folders make remote access both easy
to establish and to manage.

Remote users can log in using either the DocXchanger
Client in remote mode, or through the Web. Due to its
advanced architecture, the DocXchanger Client in
remote mode provides unique remote access capabilities
(see table below).

DocXchanger Client
(Remote Mode)

DocXchanger Web Access

b Identity-driven storage
discovery

Identity-driven storage
discovery

Integrates with Windows
Explorer

Support for multiple browsers

Support for Linux, Windows,
and Mac OSX

File upload, download, re-
name, delete

Full drag and drop interface

Direct file open and save via
LiveData subsystem

Advanced overwrite control Folder create, rename, delete

otot oot o
otor o oo o

Access to full mutli-server
network based on full user
login (context-less)

Access to full mutli-server
network based on full user
login (context-less)
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The DocXchanger Client can be configured for Local
Only, Remote Only, or Dynamic access. Local Only
access means that the workstation always connects to
the eDirectory tree through Novell Client 32 software,
and DocXchanger will present all storage resources in
Windows Explorer once logged in.

Remote Only access means that the workstation is used
outside the physical confines of the organization
headquarters and thus, DocXchanger will prompt the
user to log in using a remote connection. Once logged in,
storage resources appear in the multi-paned
DocXchanger Client view.

Dynamic access means that DocXchanger will actively
monitor the workstation for changes between local and
remote access and prompt the user for the correct
method of login accordingly.

For remote access, DocXchanger uses the Secure
Sockets Layer (SSL) protocol to provide secure Web-
based communications between the DocXchanger
Client, or Web client, and the DocXchanger server. SSL
includes a variety of security measures within the
protocol including two-way authentication with
certificates. This coupled with an efficient handshake
exchange makes DocXchanger login and authentication
secure, yet fast.

Teleworkers using Macintosh or Linux workstations at
home can access network-stored resources using the
DocXchanger Web client. In addition to Microsoft Internet
Explorer, the Web client supports a variety of browsers
including Mozilla Firefox, Opera, and Macintosh Safari.

Network File Sharing Problems

The network file server’'s
not necessarily mean that users are doing so through
that means. The primary means of file sharing today is
through email attachments. File sharing via email
attachments creates unnecessary storage demands on
the network, adds storage costs, introduces versioning
control issues, creates security problems, and disregards
the organization’s networKk
these points is expanded below.

No one really thinks about
attach a file to an email, but in doing so, the sender is
creating at least one duplicate version of the document
to be stored in each post office of the organization.
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The costs of storing email attached documents can add
up significantly over time. This is especially true when
considering corporate legal policies that mandate that

Cuk

7.
N

(I Compressed (zipped) Folder

[’_lﬁ' Deskkop (create shortcut)

all emails and their attachments be saved and archived. P

. . . . Delete _J Mail Recipient
Storage costs, including those for email servers, email Rename 2} My Documents
archives, and offsite Storage as a Service (SAAS) Propertics & Recordion! plus

continue to be one of the top expenditures in
organizations today.

Version control of files is a major symptom of file
sharing via email attachments. In a typical scenario, a
user sends out one or more files to other users. Those
same users start making revisions and resending the
file. This process can occur over and over again. Then
the group quickly becomes buried in a plethora of non-
managed copies of the file.

Users can send sharing links through the Send To
feature in Windows.

Creating sharing links through the Send To menu is
unique to Windows desktops. Macintosh and Linux
users using DocXchanger Web Access can create
sharing links by locating the file or folder to share and

t hen

simply cl

icking the
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all kinds of security issues. With the simple click of a DocXchanger creates a “sharing
button, users can forward sensitive documents including ~ Provider can specify the consumers, the span of time for
intellectual property, to recipients that were nevermeant access, the consumers’ rights

to see the document. any message he or she wants to share with the

- . consumer.
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Problems with DocXchanger

DocXchanger's powerful fil
eliminate the need for email attachments altogether by
all owing “providers to gr
access to files or entire folders from stored locations on
the network. Furthermore, this access is available to
specified consumers both inside and outside of the 7 0
organization. The network administrator sets policies
and rules for governing when the files or folders can be
accessed and what rights the consumer has to these
resources.

In this example, a read-only sharing link has been created for the
contents of a folder and sent to a recipient named Bob.

DocXchanger then sends an email message to the

DocXchanger allows providers to share files or folders ) .
consumers with an embedded hyperlink.

in a variety of ways. One that users will find most
intuitive is through the Send To menu. From a Windows
location on the desktop, simply locate the file or folder
you wish to share, right click it and select Send To >
DocXchanger Sharing Recipient.
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From: Asron Cox <acox@cctec.org>  To: Robert Smith <rsmith@outsideorg.com>
Subject: Proposal Documents Review

Hello rsmith@outsideorg.com,
‘You have been sent a sharing link from Aaron Cox. Please click on the link below to
access the provided documents.

Web access: https-//docx cctec org-443/DXT/ABC1234567830DEFABC1234567890DEF 1

Provider's Information-
Please review the proposal documents, and make any corrections as necessary
We would like to have these completed by the end of the week, if possible.

NOTICE: This email is confidential and intended soley for the use of the individual ta wham
itis addressed. If you have received this email in emr please notify the system manager.

2 message(s), 0 unread % Working Online

Doc Xchanger

You have been sent a DocXchanger sharing link to one or more documents

Folder Shared to You
| Expenses

The sharing link will be accessible between the following dates:

Start Date: Stop Date:

Wed Jan 30 14:18:39 2008 Fri Feb 20 23:50:50 2008

Choose an access method:

Workstation Access & 4 Insial Plugin

Web Browser Access @

@ Access Sharing Link via Web Browser

Access Sharing Link via Plug-n

rporation. All

A recipient is notified of the storage link through email. Direct access to
the sharing link is through the embedded hyperlink.

If the consumer is an internal user, clicking the hyperlink
will take the consumer directly to a site where the
shared files or folders can be accessed through
username and password authentication. This access is
controlled by standard network server file system
security.

If the consumer is outside of the organization, and if the
network administrator has implemented external user
authentication (for example, for Sarbanes-Oxley Act
compliance), the external consumer enters his or her
email address along with a password that was given to
him or her previously.

The consumer is then directed to a website where he or
she can choose among options for accessing the
sharing link through either the DocXchanger Plug-in or
a Web browser.

This screen appears each time you click an embedded hyperlink in a
sharing link invitation. Before accessing the sharing link through

AWor kstation Accesso for the fidinrst ti
The DocXchanger Plug-in is the recommended method
of sharing link access because of its drag and drop
upload and download capabilities for external
consumers with read-write rights.

But for consumers that do not want to install the
DocXchanger Plug-in, the sharing link can be accessed
via a Web browser.
% Docichanger Plug-in for External Users == IR
@ @ .
E;?I:;H:addmss docx:ffdook. cctec. org:8008 /DX T/8BB 7FABAT4F A762238DD 32806 7AS5034
4| HQFies Name Date Modified Type Size
E:::z:;\ger || Expense Form.doc Tue Nov 11 11:28:44...  DOC File 181bytes
Policies
B
l!, Local Computer
B Desktop || Name  * Size Type Date madified
[ usert || expense-reportxs 318MB KLSFle  1/28/20081238..
B Contacts [l projectionsals 213MB XLSFile  1/28/20081:2..
?g:ﬁfﬁnts =|Proposl 178MB RichTex.. 1/28/200810:37
Drafts
PrintScreen Files =
) Downloads T
I Favorites
Ml Links
& Music
[E| Pictures
[l saved Games
[ Searches
15 Videos
Public hd

Using the DocXchanger Plug-in, a user can easily copy between his or

her workstation hard disk and the network areas where he or she has

been given access. I'n this example, t

file to the AExpenseso folder through
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DocXchanger provides the desktop operating system
with a way to “remember
lifespan, making it easy for internal users to access the
shared storage repeatedly without having to reopen
email messages each time to access the files.

How LiveData Remote
Synchronization Works

Normal Web-based and FTP-based file usage requires
that a user download a file to the local workstation,
open and make changes to the file, and then remember
to upload the modified file back to the server. LiveData
remote file synchronization built into DocXchanger
automates this process for the user.

First of all, the multi-paned DocXchanger Client allows
users to open a file directly from its location on the
server, rather than having to copy the file down locally.
In such a scenario, here is how LiveData file
synchronization would work:

1. The user opens the file from a remote location.

2. The DocXchanger Client creates a locally-managed
cache location for the file based on its full network
path.

The file is downloaded into the cache location.

4. A Windows ShellExecute function is issued to open
the | ocal
(for example, Microsoft Office).

5. The cache location is registered with Windows so
that DocXchanger is notified when the file is
updated.

6. The user edits the file (possibly across multiple
Windows logins or over a long time span).

7. When the user saves the file using the preferred
application, the DocXchanger Client is notified.

8. The DocXchanger Client attempts to automatically
upload the file to the original location on the server.

9. Collision checks are made at download and upload
time. The user is given save options based on the
conditions. These save options include renaming,
overwrite, or do not save.

t hese i

computer’s preferred appl
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A Word on Security

nks f'or the defined
A Web- based administration interface allows network

administrators to establish the file sharing policies for
DocXchanger within the organization. At a high level,
the policy will define who can be providers, consumers,
areas on the network that can be shared, if files can be
shared with external consumers and if they will have
read-write rights to those files, etc.

A general word about security is in order. DocXchanger
is an enabling technology for empowering users on the
network. While it has security subsystems as part of its
base technology, it is not intended to be a security
product in the strict sense of the word.

At first glance, DocXchanger may be considered by
some as a security gap since it allows users to create
sharing links to documents within the network.
However, it is important to remember that users in your
organization are sending email attachments right now,
and once they send an attachment, not only is it gone
forever, but copies of it are in external recipient email
backups and mailbox stores forever.

Creating sharing links to network-based storage at least
provides some auditing trail and keeps the files on the
network.

Conclusion

ication for the
This white paper has summarized problems inherent in

organizations of all sizes, classifications, and industries
when it comes to locating, accessing, and sharing
network-stored files. These problems have traditionally
been costly to address in terms of network administrator
hours needed to set up remote access servers and
accounts, create shared folders for collaborative
development, allocate disk space needed to store an
increasing amount of email attachments, address
headaches associated with versioning control, and
many others.

DocXchanger solves network-stored file location,
access, and sharing problems through a unique user
identity-based approach that leverages network
directory services. Furthermore, DocXchanger lets you
establish policies for file location, access, and sharing
that are strictly enforced.



Be sure to read the Usage Examples on Page 10 to see
common scenarios where network access and file
sharing problems are solved through DocXchanger.

Now that you have taken the time to read about
DocXchanger, be sure to download the Evaluation
version of the product and see firsthand how
DocXchanger can solve your network file location,
access, and sharing problems.

To download the 30-day Evaluation version of
DocXchanger, visit
www.condreycorp.com/Source/Products/DocXchanger/
Download.html

About Condrey Corporation

Condrey Corporation develops software that solves

user storage and access problems inherent in computer

networks. Instead of requiring costly networks add-ons,

Condr ey Cor por-lzased products leverdgent i t y

the network’s already existing directory to automat e
user storage management tasks and expand network

access capabilities.

Condrey Corporation

125 The Parkway, STE 500
Greenville, SC 29615
Phone: 864-329-8528

FAX: 253-830-8701
www.condreycorp.com
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Usage Examples
The following represents some use cases involving the practical application of DocXchanger technology.

Scenario
1

Scenario
2

Scenario
3

Scenario
4

User Challenge

Brian is an insurance customer with a home and
automobile policy through the local office of a national
insurance company. He has talked with William, his
agent a couple of times on the phone about adding life
insurance to his coverage, the type of coverage he is
looking for, as well as his price range.

Based on Brian’'s preferen
different policy types he thinks Brian should consider.
Each policy is covered extensively in separate PDF
documents that William wants to send to Brian.

Solution

William creates a new network folder, places the five
PDFs inside it, and then makes it a read-only
shareable folder using the DocXchanger Client. From
there, William right-clicks the folder, selects Send To
> DocXchanger Sharing Recipient.
This opens a dialog box Vv
email address and types a message.

Due to constantly changing policy stipulations, William
makes the sharing link available for only 30 days. He
then sends the sharing link to Brian.

Brian receives the sharing link notification, installs the
DocXchanger Plug-in and then accesses the folder
and the five PDFs. He prints them out from his home
office printer for his wife and him to look over later.

Juan is a faculty member and researcher in the
Geology department at a university. He and Libby, a
colleague at another university, have been working
together on research related to a grant form a large oil
and gas company.

They need to work on several sensitive documents
together and Donald, a liaison from the oil and gas
company needs to be able to view progress on the
project at any time.

Juan creates a folder for the project in his home
directory where only he has access. Then he creates
a read-write sharing link for Libby.

Libby receives the notification email and installs the
DocXchanger Plug-in. She uses this as the means of
securely reading and writing files in the project folder.

They create and maintain a results document and
Juan creates a read-only sharing link to that document
for Wendell.

Donald receives the link and can view the results
document at any time over an HTTPS connection.

Doris is the supply manager to a fish shipping
enterprise in the Northwest. The company supplies
freshly-caught fish to over 500 restaurants and stores
in the western U.S. Prices and availability of fish
products change daily,
keep customers informed of current pricing and
product availability.

an

Doris creates a single price list in her home directory
listing each available product and its current price.
She then creates a read-only sharing link to the price
list and makes the list non-expiring.

Doris sends a notification of the sharing link to each
customer contact with a message that the link to this
price list will now be the exclusive resource for getting
up-to-date product availability and pricing from the
company.

From this point on, as product availability and pricing
changes, Doris immediately updates the single price
list in her home directory so customers have

immediate access to product availability and pricing.

Edward is a product manager that is frequently out of
the office. His company has implemented a policy that
all sensitive documents, including all of the documents
he is working on for the
release, are stored exclusively on network servers and
not on laptops.

Edward installs the DocXchanger Client on his laptop.
When he is traveling, as long as he has Internet
access, he can securely access, download, develop,
and upload the product documents that are stored on
the company’s network ser

her e
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vers.
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